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AWS First Cloud AI Journey – Project Plan
 

[Project team] – [Fpt University] – [Blood Donation Support System]
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The Blood Donation Support System (BDSS) is a cloud-based platform designed to connect blood donors with medical facilities efficiently and reliably. The system addresses limitations in manual donor management, slow matching processes, and fragmented data storage.
BDSS uses a scalable and secure architecture deployed on AWS Cloud, leveraging services such as Route 53, CloudFront, API Gateway, Amazon EC2, RDS MySQL, Cognito, and a complete CI/CD workflow via GitLab → CodePipeline → CodeBuild.
The solution provides four user roles (Guest, Member, Staff, Admin), enabling blood donation registration, donor search, blood inventory management, emergency notifications, and reporting dashboards.
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· Reduce 60–70% of response time in finding suitable donors (by blood type and location).
· Achieve >99% system uptime using AWS managed services.
· Ensure secure access through Cognito and IAM with zero unauthorized access incidents.
· Complete CI/CD pipeline enabling deployments in <5 minutes, with automated builds and testing.
· Maintain stable performance for up to 5,000 monthly users with auto scaling.
· Ensure database consistency with RDS automated backups, point-in-time recovery, and encrypted storage.
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· The customer will provide accurate business workflows related to blood donation processes.
· GitLab repository and credentials will be accessible for CI/CD integration.
· All workloads will operate within one AWS Region.
· No on-premise system integration required during the initial phase.
· Frontend code supports static hosting via S3 + CloudFront.
· The project will not include Machine Learning or AI modules in this phase.
· Traffic is expected to remain within free-tier limits for most services.
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Dựa theo hình kiến trúc bạn gửi, hệ thống gồm các lớp:
1. Edge Networking
· Route 53: DNS & domain hosting
· CloudFront: CDN + caching static assets
· AWS WAF: Web application firewall

2. Application Layer
· Frontend hosted on S3 + CloudFront
· Backend on Amazon EC2 Auto Scaling Group
· API Gateway làm entry point cho API
· RDS MySQL lưu dữ liệu máu, thông tin người hiến, lịch sử hiến

3. Networking
· VPC 10.0.0.0/16
· Public subnet: NAT Gateway
· Private subnet: EC2 + RDS
· Internet Gateway for external access

4. CI/CD Layer
· GitLab → CodePipeline → CodeBuild → EC2 Deployment
· CloudFormation quản lý hạ tầng IaC

5. Monitoring & Security Layer
· Cognito (AuthN & AuthZ for 4 roles)
· IAM, Secrets Manager, CloudWatch, CloudTrail
· SNS for alerting
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The partner will implement the architecture using IaC (CloudFormation) to ensure consistent and reproducible deployments.
CI/CD pipeline will automatically build, test, and deploy code upon GitLab commits.
Additional configuration:
· WAF rules approval from the customer
· IAM roles restricted following least-privilege model
· System logs and alarms configured under CloudWatch

Test cases (Appendix) include:
· Authentication flows
· API integration
· Database failover
· Load testing scenario
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Agile Scrum framework across 8 sprints, each 2 weeks.
Stakeholders (Admin, IT Lead, Project Supervisor) join sprint reviews & retrospectives.
Team responsibilities:
· Developer: build frontend, backend, integrate AWS
· Cloud Engineer: create infrastructure, networking, CI/CD
· QA: functional & security testing

Communication cadence:
· Weekly meeting
· Daily Slack/Teams updates
· Monthly technical report
Knowledge transfer sessions at end of project.
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Access:
· Cognito user pool + MFA (optional)
· IAM roles with least privilege

Infrastructure:
· EC2 in private subnet
· WAF for blocking malicious IPs
· CloudFront with HTTPS-only

Data:
· RDS encryption
· Secrets Manager for DB credentials

Detection:
· CloudTrail for auditing
· CloudWatch alarms for CPU, DB connections, errors

Incident Management:
· SNS for critical notifications
· Backup restoration procedures documented
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	Phase
	Timeline
	Activities
	Deliverables
	Man-day

	Assessment
	Week 1–2
	Requirements, architecture, ERD
	Architecture document
	5

	Base Infrastructure
	Week 3–4
	VPC, subnets, IGW, NAT, EC2, RDS
	Network + compute ready
	7

	Component Setup 1
	Week 5–6
	API Gateway, Cognito, WAF
	API + Auth configured
	5

	Component Setup 2
	Week 7–8
	S3 + CloudFront, Route 53
	Frontend deployed
	5

	CI/CD & Testing
	Week 9–10
	GitLab → CodePipeline → EC2
	Automated pipeline
	6

	Go-live
	Week 11
	Deployment, monitoring setup
	Production release
	3

	Handover
	Week 12
	KT session, documentation
	Ops handbook
	3
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· AI/ML recommendation engine
· Mobile application development
· Integration with hospital ERP systems
· On-premise data migration
· Multi-region failover setup
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The PoC includes core functionalities: donor registration, blood search, inventory tracking, and authentication.
To reach production-ready:
· Enhanced error handling
· API rate limiting
· Database optimization for high traffic
· Audit trail dashboards
· Penetration testing
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(Estimated monthly; based on your earlier numbers)
· EC2 (t2.micro) : $3.50
· RDS MySQL : $2.80
· API Gateway : $0.50
· S3 + CloudFront : $0.80
· Route 53 : $0.50
· Cognito : $0.10
· CloudWatch : $0.30
· CI/CD : $0.40
Total: ~$8.9 / month (~$106.8/year)
Assumptions:
· Low traffic <5k requests
· Under AWS Free Tier for S3, CloudFront, Lambda
[bookmark: _Toc143865176]TEAM
[Identify and list the customer’s Executive Sponsor and Project Stakeholders, including Title and Description (describe their role and responsibilities in the organization). The Executive Sponsor is the individual with overall accountability for the project. The Sponsor is primarily concerned with ensuring that the project delivers the agreed business benefits.  Project stakeholders are entities that have an interest in a given project, and usually represent a business group or organization] 
Partner Executive Sponsor
	Name
	Title
	Description
	Email / Contact Info

	Võ Trường Thành Phát
	Executive Sponsor
	Responsible for overall project direction and ensuring the project achieves its defined objectives
	phatvttse171823@fpt.edu.vn


John Doe	SVP Finance	 Head of Financial Services
Project Stakeholders
	Name
	Title
	Stakeholder for
	Email / Contact Info

	Nguyễn Kế Thắng
	Project Stakeholder
	Backend development & technical coordination
	nguyenkethang111@gmail.com

	Phạm Hoàng Hải Nguyên
	Team Leader
	Front-end, AWS services, cloud architecture
	phamhoanghainguyen12a12dt@gmail.com

	Võ Trường Thành Phát
	Project Stakeholder
	Backend development, cloud architecture, testing, and quality assurance
	phatvttse171823@fpt.edu.vn

	Đào Nguyên Khôi
	Project Stakeholder
	Deployment, operations, CI/CD
	khoi.dao2411@gmail.com

	Đỗ Đoàn Duy Phương
	Project Stakeholder
	Overall project direction, decision-making support
	phuongdddse180235@fpt.edu.vn


Ivan Doctorow	Sr. Manager, QA 	 IT – Testing / QA
Jane Smith	Director, PMO	 Program Management Office
Dan Jacobs	VP, IT Operations	IT Operations – Networking 
Partner Project Team
	Name
	Title
	Role
	Email / Contact Info

	Phạm Hoàng Hải Nguyên
	Team Leader
	Technical Lead, cloud Architect, front-end
	phamhoanghainguyen12a12dt@gmail.com

	Đỗ Đoàn Duy Phương
	QA Engineer
	Project oversight, strategic direction
	phuongdddse180235@fpt.edu.vn

	Võ Trường Thành Phát
	Executive Sponsor
	Testing & Quality Assurance, backend Developer
	phatvttse171823@fpt.edu.vn

	Nguyễn Kế Thắng
	Developer
	Backend Developer, cloud Architect
	nguyenkethang111@gmail.com

	Đào Nguyên Khôi
	DevOps Engineer
	CI/CD & Deployment Automation
	khoi.dao2411@gmail.com


Steve Jones	Delivery Manager	Project Manager
Philip McDaniels	Sr. Solutions Architect	Architect; Technical Lead
Project Escalation Contacts
	Name
	Title
	Role
	Email / Contact Info

	Phạm Hoàng Hải Nguyên
	Team Leader
	Escalation Contact
	phamhoanghainguyen12a12dt@gmail.com


Steve Jones	Delivery Manager	Project Manager
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	Resource
	Responsibility
	Rate (USD) / Hour

	Solution Architects (1 HC)
	AWS Architecture Design, Security, VPC, IAM, Monitoring
	0 USD

	Engineers (4 HC)
	Backend (EC2, API Gateway), Database (RDS), Frontend (S3 + CloudFront), CI/CD (GitLab → CodePipeline), Deployment & Operations
	0 USD

	Other (QA)
	Functional, API, Performance Testing
	0 USD



* Note: Refer to section “activities & deliverables” for the list of project phases
	Project Phase
	Solution Architects
	Engineers
	Other (QA)
	Total Hours

	Assessment
	6
	12
	4
	22

	Base Infrastructure
	8
	20
	2
	30

	Component Setup 1
	6
	18
	2
	26

	Component Setup 2
	4
	14
	2
	20

	CI/CD & Testing
	4
	16
	6
	26

	Go-live
	2
	10
	4
	16



Cost Contribution distribution between Partner, Customer, AWS:
	Party
	Contribution (USD)
	% Contribution of Total

	Customer (Student Group)
	0 USD
	0%

	Partner (Project Team)
	0 USD
	0%

	AWS
	Funded by AWS Credits (1,000 USD)
	100%
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Additional notes (if needed for explanation)
· Theoretical AWS cost: $8.9/month (~$106.8/year)
· Actual cost the group has to pay: ≈ 0 USD, because:
+ Most services are in the AWS Free Tier
+ Teams are awarded $1,000 in AWS Credits (200×5)
· The system is still operational and can serve real users on a small-medium scale.
Acceptance
Upon completion of each deliverable, the partner submits deliverables with an Acceptance Form.
Customer has 8 business days to review and approve or reject with detailed feedback.
Rejected items will be fixed and resubmitted.
Lack of response within the acceptance period means auto-acceptance. 
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